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Abstract
SSRD is a secure resource discovery model for devices 
running in a pervasive computing environment. SSRD 
is based on a lightweight trust model. SSRD+ is an 
extension of the existing SSRD model. In SSRD+, we 
enhance the trust model by adding dynamic trust 
relationship and also specifying behavioral 
characteristics that determine the level of trust among 
devices. We also add a risk model to address 
challenges posed by the pervasive and ad hoc nature of 
the network. These models work together to make the 
entire discovery process lightweight and secure. In this 
paper we present details of the trust and risk models. 
We illustrate the design and implementation of SSRD+ 
as a whole that optimally explores resources without 
degrading the performance of the devices while 
ensuring user security and privacy.  

1. Introduction 

     The pervasive computing environment is comprised 
of numerous devices that include PDAs, cell phones, 
smart phones, laptops, etc. Nowadays, these devices 
are truly everywhere making Weiser’s vision a reality 
[1].  These devices interact with other devices in an ad 
hoc manner. Resource discovery is an essential part of 
devices running in a pervasive computing environment 
[10]. The resource discovery process demands models 
that ensure privacy and security of the user [2, 3, 4]. 
The traditional security mechanism does not work in 
this environment, as the devices are computationally 
poor and the notion of physical security is not 
applicable [5]. The concept of human trust is now 
being used as a tool of ensuring security and protecting 
user privacy in pervasive computing.  
    From a security viewpoint, resource discovery 
models can be divided into three broad categories. First 
are the resource discovery models that do not address 
security issues [11-15]. Secondly, there are models that 
consider a full-fledged security mechanism with the 
help of some fixed infrastructure support (powerful 
servers, proxies, etc.) [17-19]. Others support security 
with the assistance of hardware [20], authentication 
[21], and trust [22, 16].   In SSRD [6], we presented a 
trust based secure resource discovery model. Our 

model was designed for a truly pervasive environment, 
where we assume that the mobile devices would be 
able to handle necessary computations and 
communications by themselves without any fixed 
infrastructure support. This simple model allowed 
resource discovery and sharing based on mutual trust. 
However, for unknown devices building trust 
relationship is complicated and sometimes impossible. 
To handle situations like this, we feel that with trust 
model, a risk model should be added. The necessity of 
risk assessment for resource discovery is presented in 
[9]. In this paper, we present a new model SSRD+, 
which is an extension of our existing SSRD model. 
Here, we have modified the trust model to make the 
trust relationship more accurate. We also propose a risk 
model that allows unknown devices to get services.  
     The outline of this paper is as follows: We present 
the design and architecture of our proposed model in 
Section 2. The evaluation of our proposed model is 
presented in Section 3 followed by concluding remarks 
and future research direction in Section 4.  

2. Design and Architecture

     In this section, we present different models that 
comprise the SSRD+. We have added this to the 
existing SSRD model, which is a part of SAFE-RD [7], 
the resource discovery unit of MARKS [8]. The 
SSRD+ unit handles security related issues and consists 
of trust management and risk assessment sub units. 
The SSRD+ unit is directly linked to the resource 
discovery agent. The functionalities of all these units 
are maintained and controlled by the resource manager. 
A detail description of the architecture can be found in 
[6, 8]. All these units provide for user privacy and 
security without explicit user interaction. The model 
requires initial user input to set security levels for 
different services provided by the device. After this 
point, it needs user permission only in case of a highly 
secure service sharing time. This is necessary to 
maintain users’ privacy. In this paper, we describe the 
newly added features of our trust model and our risk 
assessment model. Description of the other features 
with architectural detail of MARKS, SAFE-RD, and 
SSRD can be found in [6-8].  
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2.1 Trust Model 

     In SSRD [6], we elaborately described our trust 
model with its trust properties. Here we are only 
presenting the additional features that we have added to 
make this trust model more efficient. A human-like 
trust relationship is desirable in a pervasive computing 
environment, but it is impossible to impose robust 
security among devices in this environment. In human 
societies, trust relationships are built on mutually 
agreed upon behavior and recommendations. Unknown 
persons also get an opportunity to become familiar 
with the recommendation of others and can enhance 
their trust level by displaying good behavior. 
Misbehavior also plays a role in determining the level 
of trustworthiness of a person. We wanted to design a 
model that is similar to the human trust relationship 
model. However, the difficulty here is determining 
what behaviors are rewarded and what are not 
acceptable. It is difficult to judge. In a smart space, 
when the users are known and have access rights 
associated with resources, then we can calculate the 
degree of positive or negative behavior by observing 
whether or not they are trying to access non-permitted 
devices, or whether they are dominating the use of a 
resource and causing problem for others.  Similar 
criteria can be used to increase or decrease the level of 
trust in smart spaces. However, in a truly pervasive 
environment, where the entities do not have any 
associated privilege level or are totally unknown, 
finding criteria that increases or decreases the level of 
trust of a device is extremely difficult to fine-tune. For 
simplicity we divided behaviors into three broad 
categories – good or rewarding behavior (this increases 
the average trust value), neutral behavior (which does 
not have any effect on the average trust value), and 
negative behavior (decreases the trust value). To 
evaluate these behaviors numerically, we have stored 
the average service time (this includes request time + 
service offer time) in the risk table. Whenever a device 
requests a service and is offered that service, then the 
total time required to complete the service request is 
recorded and compared with this average time. The 
average trust level value is updated using the following 
formula: 
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Here, 
ui = Modification value for service i
t(SP, D)=Trust value of device D for service SP 

t( D) = Average trust value of device D
i = 0.1* security level of service i

n = Number of services relating to provider and  
        requester 
RT = Required time for a successful request  
          completion 
AST = Average service time 
c = Random behavioral parameter 

     In equation 3, c is included to reflect behaviors such 
as sending too many requests in a small amount of 
time, repeatedly sending the same request that is 
already rejected, and so on.   
     Our trust model is privacy aware. It consults the 
user in case of responding to a higher security level 
service request. Even if the trust or risk model indicates 
that it is safe to share a service; the user can deny any 
request. The model is designed in a way that it does not 
prompt the user for permission for every service 
sharing. However, when the security level of a 
particular service is above a threshold value, it asks for 
user permission. Thus, it maintains transparency of 
operation and protects users’ privacy.  

2.2 Risk Model

     A risk model is essential in sharing services in a 
pervasive environment. Risk evaluation becomes 
significant when a service request comes from an 
unknown device or when there is not enough 
recommendation information. In SSRD, when a service 
request arrived, we calculated the trust value of the 
requesting device (if the provider device has 
information about the requester or by collecting 
recommendation from other devices). Then based on 
the security level of the requested service, we accepted 
or denied the request.  When the requester was 
unknown to all the neighboring devices (a very 
common scenario in pervasive computing), the device 
was assigned an initial trust value 0.5 which would 
allow it to receive lower security-intensive services and 
build a trust relationship with others. However, if that 
device required a higher security level service, it was 
denied. To address this issue, we added the risk 
assessment model in our trust model.  
     This risk model that we are currently using is a 
lightweight one. Each device has a risk evaluator. This 
evaluator stores information about high security 
services and calculates the risk value when a request 
comes for one of these services. Each time a service 
request arrives along with accept or reject event, it 
updates the risk value associated with that service. It 
collects information about number of accepts, number 
of rejects, average trust values of the devices who 
request this service, service time, etc. Based on these 
values, it assigns a risk factor with the service. As this 
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information is collected every time a service is 
requested or shared, a historical database is created for 
services of a particular device. Each device has its own 
database that allows it to decide the risk factor for its 
services. This allows a device to decide whether to 
accept a request or not when there is little or no 
information available about a requester. Table 1 shows 
some sample data stored in a device- 

Table 1. Risk value table 

Id Number 
of request 

Number 
of accept 

Avg. 
trust 
value 

Avg. 
service
time (ms) 

5 3 1 0.75 21 
9 7 6 0.6 15 

13 17 13 0.83 40 
… … … … … 

     For each service there number of requests, number 
of accepts, average trust value of devices for which the 
request is accepted, and average service time to offer 
this service is stored. All these data are used to 
calculate the risk factor for sharing a service. If the 
percentage of acceptance is greater than 50% and the 
average trust value is around 0.6 for a service (i.e. we 
offer this service to devices with moderate trust level), 
for unknown devices the service is shared. We are 
currently using statistical distributions to find out 
optimal percentage rate and trust value pair that lowers 
the risk of service sharing. The average service time is 
compared with the service-sharing time to evaluate the 
behavior of the requesting device. This value is used 
for dynamic modification of trust value.  
      
3. Evaluation 

    To evaluate the effectiveness of our SSRD+ model 
we have used the following techniques: 

1. Prototype implementation  
2. Performance measurement  

3.1 Prototype Implementation 

    To implement the additional features of SSRD+, we 
developed an application prototype using a test bed 
consisting of a set of Dell Axim X50v pocket PCs 
(Processor type is Intel@PXA270, speed is 624 MHz). 
The underlying OS is WinCE and the implementation 
language is C# on .NET Compact framework. This 
prototype is also compatible to the laptop, desktop, and 
smart phone. As the underlying wireless protocol, we 
used the mobile ad hoc mode of IEEE 802.11b. 

(a) Successful service 
request

(b) Request denied

Figure 2. Application that uses SSRD+ 

3.2 Performance Measurement 

     We tested the performance of our SSRD+ model 
and compared it with the SSRD model. Table 2 lists the 
service time comparison of SSRD and SSRD+. 
Services with lower security levels do not experience 
any response time change since the services’ risk 
model is never used. From our experiment we found 
the services that require higher response time also are 
not affected since the risk evaluation time is very 
negligible compared to overall service response time. 
From the results it is proven that the added features do 
not result in much computation overhead.  Some 
screenshots of the prototype are shown in Figure 2. 
Since all the required changes in the model work on 
backend, we did not change application front-end 
design that we used for SSRD. However, to check the 
required service response time we only added the time 
value in a message box.  

Table 2. Comparison of service time 

 Time (Sec) 
Service Name Normal  SSRD  SSRD+
DateTime 0.1 0.105 0.105 
WAV (148KB) 0.7 0.72 0.75 
Chat SW
(262KB)

0.9 0.925 0.975 

Unzip SW
(323 KB)

1.0 1.03 1.07 

Address Service 
(810KB)

1.8 1.91 1.91 

Dictionary 
(5.94MB)

17.2 17.25 17.25 

Music SW 
 (7.96MB)

23.6 23.66 23.66 

Acrobat Reader (13.5 
MB)

40 40.05 40.05 
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4. Discussions and Future Work 

     In this paper, we have proposed SSRD+, which is 
an extension of the existing SSRD model. We 
identified the need for a risk assessment model with 
differing levels of security for different services. Our 
aim was to provide a privacy-aware trust-based 
lightweight security model that works in truly 
pervasive environments. We designed a simple yet 
efficient risk based trust model that handles security 
related issues without causing too much battery power 
consumption. We also evaluated the performance of 
our model using prototype implementation. Currently, 
our risk model uses historical data to calculate the risk 
factor. We are examining different distributions to find 
out the threshold value for risk parameters that 
minimizes the risk of service sharing. In our future 
work, we will make our model more robust by 
including appropriate risk parameters.  
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