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Abstract 

To address the challenges posed by device capacity and 
capability, and also the nature of ad-hoc network of 
pervasive computing, a resource discovery model is 
needed that can resolve security and privacy issues with 
simple solutions. The use of complex algorithms and 
powerful fixed infrastructure is infeasible due to the 
volatile nature of pervasive environment and tiny 
pervasive devices. In this paper, we present a risk-
aware trust based secure resource discovery model, 
RTSRD (Risk-aware Trust Based Secure Resource 
Discovery) for a truly pervasive environment. Our 
model is an adaptive hybrid one that allows both secure 
and non-secure discovery of services on adaptive trust. 
RTSRD also incorporates a risk model for sharing 
resources with unknown devices. Hence, the two 
contributions of this paper are: adaptive trust, and risk 
model for resource discovery in pervasive computing 
environments.
 
Keywords: MARKS, Resource Discovery, Risk model, 
Secure Service and Device discovery. 

1. Introduction 
     Pervasive computing [1], [2], [3] has evolved over 
the last few years due to recent developments in 
portable low-cost lightweight devices and the 
emergence of  short range, and low power wireless 
communication networks.  In a pervasive computing 
environment, there are different kinds of networks.  On
one end, some tiny devices communicate among
themselves with the support of fixed, powerful devices. 
These devices act as servers or proxies and handle 
complex computations on behalf of the tiny devices. On 
the other end, some devices form an ad hoc network. In 
this environment, there is no fixed infrastructure 
support. The devices communicate with each other 
directly or via another mobile device, and are 
responsible for performing computations by themselves. 
Despite the exponential growth of the exploitation of 
handheld devices (e.g. PDAs, laptops, smart phones 
etc.), these devices themselves are suffering from a 
number of limitations [7], [8], which include but is not 
limited to, inadequate processing capability, restricted 
battery life, limited memory space, slow expensive 

connections, frequent line disconnection, and confined 
host bandwidth. Our focus is on this type infrastructure-
less pervasive computing area, which leads to the 
dependency on other devices for resources. The nature 
of devices, communication pattern, and dependency on 
others in turn causes security threats. Also, due to the ad 
hoc and ephemeral nature of the network, one can’t 
expect to get service from a particular device for a long 
span of time. Hence, resource discovery is an integral 
part of every system running in a pervasive computing 
environment [6].  
        The significance of security during resource 
discovery in pervasive computing environments is an 
established truth [9], [10], [11].   Privacy, security, and 
trust issues in resource discovery in pervasive 
computing area are of utmost importance [4]. Many 
users may be happy to share the resources of their 
handheld devices, provided this sharing will not cause 
any security threat to them. Thus, the resource discovery 
process demands models that ensure the privacy and 
security of the user. The traditional security mechanism 
does not work in this environment, because the devices 
are computationally poor and the notion of physical 
security is not applicable [12]. Lack of availability of 
information about users is another primary concern in 
designing a discovery model, which necessitates the 
introduction of risk assessment [13].  Existing resource 
discovery models can be divided into three broad 
categories. First are the resource discovery models that 
do not address security issues [14], [15], [16], [17], [18]. 
Second, there are models that consider a full-fledged 
security mechanism with the help of some fixed 
infrastructure support (powerful servers, proxies, etc.) 
[19], [20], [21].  There are also models that support 
security with the assistance of additional hardware [22], 
mutual authentication [23], and trust [24], [25]. There 
are few models [32-22], which can be used in ad hoc 
environment but none of them take risk into account.. 
These models either completely trust or completely 
distrust one device.  Each of these models has their own 
strength and weaknesses as they attempt to solve the 
problem using different approaches.  
     In this paper, we present a risk-aware trust based 
secure resource discovery model, RTSRD (Trust Based 
Secure Resource Discovery). Our model is designed for 
a truly pervasive environment, where we assume that 
the mobile devices would be able to handle necessary 
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computations and communications by themselves, 
without any fixed infrastructure support. Our model is a 
hybrid one, that allows both secure and non-secure 
discovery of services. This model allows resource 
discovery and sharing based on mutual adaptive trust. 
However, for unknown devices building trust 
relationships is complicated and sometimes impossible. 
To handle situations like this, we also include a risk 
model.  
     The outline of this paper is as follows:  An overview 
of our proposed approach is illustrated in section 2. The 
details of the models have been described in section 3 
and 4. The evaluation of our proposed model is 
presented in section 5. Our future research direction and 
concluding remarks are described in section 6.  
    
2. Overview of RTSRD 
     To address the challenges presented in the 
introduction section, we propose a secure resource 
discovery model, RTSRD (Risk-aware Trust Based 
Secure Resource Discovery). The RTSRD model 
contains a discovery model and a trust, risk, and 
security management unit. The RTSRD model consists 
of SAFE-RD (Secure, Adaptive, Fault Tolerant, and 
Efficient Resource Discovery)[35] and SSRD (Simple 
and Secure Resource Discovery) sub units. The SAFE-
RD contains the device discovery unit and the resource 
discovery agent while the SSRD unit contains the trust, 
risk, and security unit.  Initial result on Trust of SSRD 
was presented in [36] and risk was introduced in [37]. 
The details of the SAFE-RD model and the MARKS 
architecture have been published in [35] and [26] 
respectively. This paper addresses adaptive trust, risk 
and security. 
     The SSRD unit handles security related issues and 
consists of trust management, risk assessment, and 
security management sub units. The SSRD unit is 
directly linked to the resource discovery agent. The 
functionalities of all these units are maintained and 
controlled by the resource manager. All these units 
provide users with privacy and security without explicit 
user interaction. The model requires initial user input to 
set security levels for different services provided by the 
device. After this point, it needs user permission only in 
case of a highly secure service sharing time. This is 
necessary to maintain users’ privacy.  
The trust management unit is responsible for 
maintaining the trust relationship with other devices. 
This unit calculates trust values for all devices and also 
updates the trust values depending on the behavior of 
the service provider or requester. It maintains a list of 
service-specific and average trust values and 
communicates with the risk assessment and security 
management unit whenever necessary. 
      For secure discovery and communication among 
devices, we are using a trust model influenced by PGP 

(Pretty Good Privacy) [34]. However, Direct PGP is not 
used since it requires huge computation. We are 
considering not only average trust but also service 
specific trust that will make the model more robust. For 
trust calculation, we are considering previous 
interaction information and also recommendation from 
other neighboring devices.  
     Lack of historical information is a natural 
phenomenon in a truly pervasive environment. Even if 
there is no information available, we still want to 
receive and provide services. To handle situations like 
this, we are proposing a risk assessment model that 
allows us to share resources without compromising the 
security of the device 
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Fig. 1. Conceptual Diagram of RTSRD Model 

 
The security management unit selects the mode of 
communication (broadcast, multicast or unicast) 
depending on situation and security needs for a specific 
service. It also facilitates secure sharing of services. 
This mode is selected depending on the predefined 
functions and does not require explicit user intervention 
each time a service is requested. The security model 
also determines the mode of communication. It works 
with the trust management unit to request service and to 
provide service as securely as possible without 
compromising the performance of the device.  Fig. 1 
shows the conceptual diagram of the RTSRD model.  
 
3. Adaptive Trust Model
      Our trust model is introduced in [36] and enhanced 
in this paper. In our model, the resource manager of 
each device contains a list of nearby devices, which 
discloses their presence along with an associated trust 
value. Equation 1 is used for the calculation of trust 
values for devices that have interacted with this device 
earlier.  
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Here,     SP               = Service Provider 
            �(SP, A)        = Average Trust value of device A 
for device SP 
      Si                          = Security level of i-th 
service 
            �(SPi, A, x)    = Trust value of A for i-th service 
             n                   = Number of services that links SP 
and device A 

In case a new device joins the pervasive network, 
equation 2  is used by resource manager to calculate the 
trust value.  
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  Here,   SP                      = Service Provider,  
            Dnew                     = New device requesting 
service 
            � (SP, Dnew)         = Average Trust value of 
Dnew for device SP 
            � (i, Dnew)            = Average Trust value of 
device i for Dnew  
            n                          = Number of services that links 
SP and A 

A human-like trust relationship is introduced in 
[37] and the average trust level value can be updated 
using following equations 3, 4, and 5 but the details of c 
were not modeled.  
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Here,    � = Modification value for service 
i, 

�(SP, D) =Trust value of device D for 
service SP, 

�( D = Average trust value of device 
D, 

	 = 0.1* security level of service i, 
n = Number of services relating to 

provider and requester, 
� = Required time for a successful 

request completion, 
�a = Average service time, and  
c = Random behavioral parameter. 

In this paper, c is modeled, which is a major 
contribution of this paper. In equation 5, c is included 
to reflect behaviors such as sending too many requests 

in a small amount of time, repeatedly sending a request 
that has already been rejected, and so on.  c is generated 
from a uniform random number generator using 
parameters like number of requests (μ), number of 
accepts (�), number of rejects (�), number of same 
request (�), etc. If c>0.5, then we add in equation 4, 
otherwise we deduct c. The c value is calculated using 
equation 5 

c
� 	
� 

� � � �
� �� � � �
� � � �

 … ………………………. 6  

Our trust model is privacy aware. It consults the 
user when responding to a higher security level service 
request. Even if the trust or risk model indicates that it is 
safe to share a service, the user can deny any request. 
The model is designed in a way that it does not prompt 
the user for permission for every service sharing 
request. However, when the security level of a particular 
service is above a threshold value, it asks for user 
permission. Thus, it maintains transparency of operation 
and protects users’ privacy.   

4. Risk Model 
     A risk model is essential during the sharing services 
in a pervasive environment. Risk evaluation becomes 
significant when a service request comes from an 
unknown device or when there is not enough 
recommendation information. When a service request 
arrives, we calculate the trust value of the requesting 
device (if the providing device has information about 
the requester or by collecting recommendation from 
other devices). Then based on the security level of the 
requested service, we accept or deny the request. When 
the requester is unknown to all the neighboring devices 
(a very common scenario in pervasive computing), the 
device is assigned an initial trust value of 0.5 which 
would allow it to receive lower security-intensive 
services and build a trust relationship with others. 
However, if that device requires a higher security level 
service, it is denied. To address this issue, we have 
added the risk assessment along with our trust and 
security model.  
     The risk model that we are currently using is a 
lightweight one. Each device has a risk evaluator. This 
evaluator stores information about high security services 
and calculates the risk value when a request comes for 
one of these services. Each time a service request 
arrives along with an accepted or rejected event, it 
updates the risk value associated with that service. It 
collects information about the service that includes 
number of accepts (�), total number of requests (�), 
average trust values of the devices who request this 
service, service time (�), etc.  
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power without running our prototype. Later we have 
done the same thing after executing the prototype. Fig. 3 
shows the remaining battery power for seven PDAs 
before and after running RTSRD model. It shows that 
the battery power consumption is nominal for TSRD.  
     To collect data for comparisons, we generated 
random service requests from seven devices. We 
measured the time required for service discovery and 
sharing using our model and without using our model 
(normal case). A portion of the collected data is shown 
in Table 2.  

Here, we see that for normal services (e.g. 
DateTime, Chat & Music playing SW, etc.), encryption 
and user intervention is not needed. To calculate the 
trust value, it needs less than 60 ms. On the contrary, for 
the delicate address book sharing, both user intervention 
and encryption are needed. The encryption and trust 
calculation take only 110 ms, which is negligible. 
     We have collected data of our model using only the 
trust model and using trust, risk, and security model. We 
have compared both sets of data to estimate the 
overhead of using the risk and the security models.  

 
 

Fig. 3. Power Consumption by RTSRD 
 

6. Conclusion and Future Work
     In this paper, we have proposed risk-aware a 
resource discovery model, RTSRD. To maintain the 
privacy of users and their willingness to share resources, 
trust, and risk models have been implemented. Our 
model is a hybrid one in a sense that it operates both in 
secure and non-secure mode depending on the level of 
security needs for the service.  By implementing a 
hybrid mode of operation, we have minimized the 
overhead of encrypting messages each time a device 
requests or provides services.  However, when there is 

no prior information available, building a trust 
relationship is difficult.  To address situations like this, 
we have also added a risk model that analyzes the risk 
of sharing a particular resource and takes appropriate 
action. The addition of appropriate risk parameters will 
make this model tremendously useful. We have 
implemented RTSRD as a part of MARKS, a 
dependable middleware designed for devices running on 
a pervasive computing environment.  We have also 
implemented applications that use RTSRD.   

Our existing model works for single-hop resource 
discovery and sharing. This model can be extended to 
facilitate multi-hop discovery and service sharing. 
Features like dynamic resource integration can be 
included as future work.  
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