Pervasive Database Access in Mobile Technology

Abstract

This research paper mainly discusses the challenges faced in pervasive databases in mobile technology. Excessive use of computing technologies is seen in all the fields.  Advances in the software technologies increases the knowledge of digital opportunity for advanced development and user friendly devices. Mobile software agents related to pervasive computing have a wonderful commitment in solving some of the real time problems anytime with any device access to digital information. Efficiency in data access for mobile and pervasive computing is becoming a field of increasing importance for mobile businesses and applications. Our society is becoming more dependent on information technology as the market is moving towards mobile technology. [Lee Wang-Chien]
Introduction

A database is simply a structured way to organize information. This might be a list of customers, sales figures or even how far you drove to meet with a client. Software for your Windows Mobile powered Pocket PC or Smartphone allows you to access and update that information from anywhere and sync it with the data stored on your office computer. A database system consists of a collection of component database systems. Data distribution across multiple sites is a clear trend in many emerging applications.

 If we mention the word database most people draw back, they have imaginations of massive computers filled with some incomprehensible number of records. A database does not have to be that complicated. It can be a great help, especially if you can carry it around with you. A database is simply a structured way to organize information, which helps consumer goods manufacturers and retailers ensure that products are on shelves and priced correctly, using database analytic tools and Pocket PCs help field workers to  fix their problems quickly. When large number of field workers visit the stores, they do not have to waste time moving around for problems. Database software finds potential issues by analyzing sales data, and alerts workers through their Pocket PCs. 

In the marketing industry where profit margins are less, the use of mobile databases has paid immediate benefits. CROSSMARK developed a custom application to show the data on the Pocket PCs, The technology developed by CROSSMARK don't require highly skilled worked to use the technology. With the help of portable database you can enter your expenses as soon as you incur them, you don't have to carry a paper to track the expenses. You can also create special fields according to your convince. [MICROSOFT]

A database technically stores your data in much the same way, but it spares you from having to look at and enter it that manner. Several applications allow you to customize the way you view your database while your mobile device takes care of the actual organization. 

Database systems plays a well determined role in enterprises. As the databases are commercially available it has become very easy for the enterprises to communicate with  their clients. Database research has well developed in areas of data storage, organization, management, and cross-enterprise communication. [Maccari Alessandro, (1999)]

In mobile phones, requirements engineering is one of the most difficult and error-prone phase. If the requirement phase is implemented in a right manner then it reduces the development time and can make commodities according to commercial demands. In order to accomplish success, co-operation between enterprises and research world is very important to boost the performance of scientific databases. [Maccari Alessandro, (1999)]

Challenges in Mobile Databases
:

Data synchronization: High performance and scalable synchronization designed for one-to-many, transport independent, that efficiently synchronizes all database objects.

[www.oracle.com]

Software architecture: There must be a good communication between the architects and stakeholders about the architecture of the system, because if something goes wrong in the requirements, then the whole system architecture becomes unstable and had to face bad consequences, which would be a major impact on databases. [Maccari Alessandro, (1999)]

Complexity: As the services and technologies are increasing in greater amount, it is very important to identify for the enterprise, the best database which would exactly fit into the company's architecture and handle the complexities of the issues. [Maccari Alessandro, (1999)]

Legacy management
: The term phone is a legacy terminology. Many features are common in the telephones, but now- a- days the technology is developed so much, people are used to sleek and stylish instruments which gave birth to the new term "Mobile"
. New requirements are always related to old ones, to avoid developing costs, reusability is the process adapted by the most companies to avoid time and  major expenses. [Maccari Alessandro, (1999)]

Reusability
: Telecommunication 
is the most complex systems. Most features like signal processing, functionality, power devices, user interfaces, databases are the basic requirements for a wide application of reuse in telecommunication systems. Reuse of components  functions well in certain scenarios, but it is not useful always. It is hard to build a component for reuse, as the requirements changes frequently depending on the market needs.  [Maccari Alessandro, (1999)]

It is a challenge to accumulate, study, and process the right information and then to incorporate it with the product development with few available resources in this fast phased mobile world.

Advantages of mobile databases/Technologies

1. Device Management: A Device Management system that provides a solution to administer the deployed devices and remotely manage applications and data on client devices.  [Camus Louis,  (August 2, 2005)]

2. User Management : Provides an external authenticator for the Mobile Server to authenticate users with passwords as well as their access privileges to applications and role creation for groups of users. [Camus Louis,  (August 2, 2005)]

3. Increase in Sales:  With the advancement in the mobile technology, it is much easier for sales representatives to work on their PDA's and smart phones, earlier paper work was needed for documentation. A case study has proved that using the technologies there is 10% increase in the annual sales. [Camus Louis,  (August 2, 2005)]

4. Technicians Can Boost Chargeability: With the technology developed PDA's and smart phones technicians can access to the customer informations,  history of services, and troubleshooting systems quickly and more efficiently. [Camus Louis,  (August 2, 2005)]

5. Attorneys and Legal Professional:
 As the wireless network is growing so rapidly, it makes easier for professionals to aceess the clients's information using Excel , Powerpoint and Word , they can bill the client based on the number of hours they spent. [Camus Louis,  (August 2, 2005)]

6. Store Managers: Even though working on the store floor, managers can communicate with their vendors, staff and executives at different locations. [Camus Louis,  (August 2, 2005)]

7. Real Estate and Construction Workers: When workers can communicate with architects, contractors and suppliers with network services, productivity increases as the work is done on time without delay. [Camus Louis,  (August 2, 2005)]



Database systems plays a well determined role in enterprises. As the databases are commercially available it has become very easy for the enterprises to communicate with  their clients. Database research has well developed in areas of data storage, organization, management, and cross-enterprise communication. [Camus Louis,  (August 2, 2005)]

Databases used in Mobiles

· Oracle Database Lite is a full-featured, integrated infrastructure for mobile application development, deployment and management. [www.oracle.com]

· Oracle Database Lite 10g plays a vital role in development of applications for mobile computing and embedded systems. Using Oracle Database Lite 10g many enterprises are very much satisfied/pleased as the data can be accessed though there is no network connection. [www.oracle.com]

· SQL Anywhere is the another database which is very frequently used in  enterprises. This database has a unique feature of  making the data available to its workers  and  the employees can access the data to their applications always. No matter with regard to connection, the SQL Anywhere makes sure that the data is available to workers when needed. Synchronization helps to exchange new information in a timely manner, and reduces the percentage of data that needs to be sent over the network. SQL Anywhere helps to send information securely to a wide range of devices. Sybase Inc.’s SQL dominates 68 percent of the mobile database market . [ www.ianywhere.com]

· IBM’s DB2 helps to synchronize enterprise applications to mobile devices. 

· Relational databases, or RDBMSes, are the most widely used. They can handle immense amounts of data and easily be queried through Structured Query Language, or SQL. 
· Advantage Database Server is a robust, high-performance and fully scalable database system that enables you to create powerful business applications faster and easier. [www.oracle.com
]
Related Work

Security In Databases
The usage for databases is becoming a great significance in today's enterprises. Databases contains information that is a major asset for the enterprise. Traditional database security policies trust on user authentication, communication encryption and server enforced access controls. 

Authentication: 

Connections to the messaging server are granted to users based on credentials stored in either a file or Lightweight Directory Access Protocol (LDAP)-based repository or databases. Information about all connection attempts (users and host computers) is logged and can be tracked. This enables company to monitor access to the message server, ultimately saving costs and avoiding mistakes. [http://en.wikipedia.org/wiki/Information_security]
Authorization: 

Access control lists (ACLs) provide configurable, fine-grained control over access to messaging resources at both the connection and destination level. Both user and group access are supported. Businesses benefit by being able to scope access to messaging server resources. [http://en.wikipedia.org/wiki/Information_security]
Communication encryption: 

In this case the communication is encrypted so if some one tries to intercept the communication they will not be able to see the information in plain text. The communication between the client and server must in the secure mode and it should run on a secure line. [http://en.wikipedia.org/wiki/Information_security]
Integrity: 

Integrity means without authorization you can change, create, modify or delete data. [http://en.wikipedia.org/wiki/Information_security]
Confidentiality: 

The word confidentiality indicates the legally required process of keeping secret unrevealed to unauthorized users. For example if  you are going to open a bank account, the details like your first name, last name, social security number, home address, telephone number , the organization for which you work , and salary details are required, which is considered to be very sensitive data for you and you will be unwilling to reveal it, but do transact your business you need to reveal these details though you are unwilling with a confidence that these details will not be given to unauthorized users. If these details are given to unauthorized users then it is treated as breach of confidentiality. Maintaining the privacy of  data is the prerequisite of confidentiality. [http://en.wikipedia.org/wiki/Information_security]
Availability:

It is one of the fundamental components of information security. The accessibility of information in a timely manner when required, without any vulnerability is the core principle of information technology. [http://en.wikipedia.org/wiki/Information_security]
Access Control:  

In computer security an access control list (ACL) is a list of permissions attached to an object. The list specifies who or what is allowed to access the object and what operations are allowed to be performed on the object. [http://en.wikipedia.org/wiki/Information_security]
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As I mentioned before in our discussions, you cannot directly copy and paste, It is Plagiarism. You can rephrase others sentences, and cite appropriately. 


�


�REMOVE


�Our survey is related to mobile databases not just to mobile phones. Take the “Phone” part away. Mobile phones are not legacy anyways now.


�Rework or take it away


�On mobile databases


�All professionals


�Merge them


�Please include the categorization of mobile databases as we discussed last time. You had such a list for relational databases, but do the same list for mobile databases


�


�Survey exhaustively all research papers, and create a table of comarision with feature vs surveyed papers.


�These are not cited in the paper. The second reference, is it related to mobile database research?





