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Abstract 

Users of handheld devices may want to share services 
and resources with each other in pervasive computing 
environment. Availability of information regarding users 
may lead to privacy violations while communicating with 
others for services and resources. Providing a model to 
resolve this issue in centralized or distributed environment 
is not desirable or not feasible if we really want to achieve 
ubiquity. In this paper, we present a privacy aware model 
for resource sharing in pervasive computing environment 
with an illustrative example. Our model exploits the 
concepts of policies and ordered binary decision 
diagrams. 

1. Introduction 

The technological advancement in the field of 
handheld devices, wireless networks, sensors, and 
actuators has made it possible to work in the pervasive 
computing [1] environment. People are depending more 
and more on handheld devices such as PDAs, smart 
phones, cell phones etc. as these are becoming an integral 
part of human life. These devices depend on each other as 
they have limitations. Allegorically, handhelds need to 
share resources and services to perform in the pervasive 
computing environment, especially in the infrastructure-
less setting. 

People store numerous types of information about 
themselves and others in handhelds. Some information is 
personal such as names, phone numbers, addresses of 
friends & families, appointment schedules, to do lists, bank 
accounts, and so on. Moreover, there can be official or 
business information regarding customers, account holders 
and such. Information is sometimes sensitive and 
confidential. While sharing resources, unwanted parties 
could obtain such information. This situation is called 
information leakage. This will possibly lead to revealing 
ones privacy as privacy is very closely related to 
information leakage. We need to make sure resource 
sharing does not leak such sensitive information. 

Resource discovery is an integral part in pervasive 
computing environment [2], and it has been addressed in 
many protocols and products [3–10]. Privacy in pervasive 
computing environment has been addressed in [11–15], 
addressing access-control for information. Their approach 
is infrastructure-oriented, which is not suitable in ad hoc 
network. The access control for privacy preservation [11] 
based on certificates or encryption technique uses a 
heavyweight model which is not really ideal for the 
infrastructure less pervasive environment.  

Handheld devices will be able to share services and 
resources in ad hoc network without worrying about 
information leakage, thus avoiding privacy. In this paper, 
we show how to accomplish this in ad hoc networks. We 
propose a model called PriVA (Privacy Violation Avoider) 
to avoid privacy violation for resource sharing. PriVA 
works by detection of privacy violation based on policy. 
We formulate the notion of classification for privacy aware 
services. In this paper, services and resources are 
interchangeable terms. 

The rest of the paper is organized as follows. First 
(section 2), we provide three scenarios to show the 
motivation of the problem. In section 3, we give an 
overview of our approach. Then, we provide the 
architecture in section 4. An illustrative example to show 
how our model works is in section 5. In section 6, we 
analyze the related works. Section 7 contains the 
evaluation of our model, and finally, we conclude our 
work providing some future work (section 8). 

2. Motivation 

We give two scenarios showing the importance of 
avoiding privacy violation in resource sharing. 

2.2. Scenario 1 

In a poster competition, participants, organizers, 
judges, and visitors have PDAs. Together they form an ad 
hoc network to share their thoughts and recommendations 
about the posters. Judges want to share their private 
remarks among themselves only. Moreover, people do not 
want to send comments about a poster to its author. 

2.2. Scenario 2 

In a health clinic, every employee (doctors, nurses, 
and physician assistants) and each patient has a PDA. 
Employees can access the clinic network. A patient’s PDA 
normally forms ad hoc network with other patients’ or 
employees’ (if needed). Employees share resources among 
themselves. Sometimes, a doctor sends instructions to a 
nurse. The nurse updates patients’ records using a PDA 
and sends it to the doctor for approval. In situations like 
this, both doctor and nurse have to make sure that the 
information has not been leaked. Moreover, patients would 
also hope that their medical information is not leaked to 
unwanted parties. 

In both scenarios, information leakage is the concern 
that may lead to privacy violation. Therefore, avoiding 



privacy violation is very important while sharing resources 
with others. 

3. Overview of Our Approach 

Our approach to solve this problem is divided into 
three major steps: 
• Classifying resources – All resources present in the 

device will be classified in terms of sharing 
• Analyzing privacy - Privacy will be analyzed in 

terms of resource sharing 
• Avoiding information leakage – Information leakage 

will be avoided while sharing resource 

3.1. Classifying resources 

We want to share resources with other entities. The 
first thing we need is a resource discovery mechanism. We 
use the SAFE-RD (Secure, Adaptive, Fault tolerant, and 
Efficient Resource Discovery) model for the resource 
discovery as it is light weighted [10]. The resource 
manager will maintain the list of all resources available for 
each device. The model PriVA maintains a module called 
TagR (an example shown in Table 1), where it takes the 
available resources list from the resource manager and tags 
them as shareable or non-shareable. The reason behind 
maintaining TagR rather than having enlisted only the 
shareable resources is to provide the users the flexibility to 
share resources as they want, whenever they want. Users 
can look into TagR and change the tag for any resource 
whenever they want rather than accessing the resource 
manager every time for changing the tag. 

 
Table 1: A sample TagR 

Resource Name Shareable 
Address book NO 
Text Editor YES 

Compression YES 
Calculator YES 

…  … 
Wedding Pictures NO 

Sports Pictures YES 
Leaflet Document YES 
Bank Document NO 

 
PriVA maintains another module called ClsR where 

we classify all the resources in different default groups. 
For example, all types of pictures will be classified as 
pictures and so on. The importance of this module is for 
simplicity of the model and is discussed later. 

3.2. Analyzing Privacy 

We need to analyze and define privacy in terms of 
service sharing. In the previous step, we classify all the 
resources. Now, we will analyze the privacy for the 
services. We will have access rights (also known as 
policies) for the resources based on the analysis.  In our 
model PriVA, we will try to generalize the policies for the 

resources. That is, we will have default policies for certain 
resources. These policies will be non-changeable to reduce 
the workload of the model. We add these default policies 
to the ClsR module. If users wish otherwise, they can 
change the tag for this resource in the TagR module. For 
example, a simple calculator program does not need to 
have customizable policies. A default policy like P = 
processor usage is less than 70% is good enough. This 
resource will be sharable when P is true. Users have the 
option to tag it as non-sharable if they do not want to share 
it, rather than assigning complex customized policies. On 
the other hand, in some cases, assigning only default 
policies is not desirable. Some additional customized 
policies will serve the purpose in a better way. Again, to 
reduce the complexity and for the simplicity of the model, 
a user can choose additional policies from a list of 
customized policies. We named this module as CustomP in 
our model. This way, the user will have some flexibility 
regarding the policies, and there will not be unnecessary 
complexity in the model. For example, documents can 
have different policies. In a teacher’s handheld, the 
document containing grades of a quiz definitely have a 
different level of importance than the document containing 
a list of reading materials. In such cases, customized 
policies come in handy. The teacher may want to have 
additional policies for sharing the document containing the 
grades, like P = person has to be TA. Together the ClsR 
and CustomP modules formulate the classification of 
privacy aware service.  

 
Figure 1: OBDD representation for a ∧ b ∨ c ∧ d 

 
We articulate the policies using a modified OBDD 

which is a derivation of the Ordered Binary Decision 
Diagram (OBDD) [16, 17]. It is a rooted, directed acyclic 
graph that has two terminal nodes (labeled as 0 & 1 or T & 
F) of out-degree 0 and a set of non terminal nodes of out-
degree 2. Each of this non terminal node p is labeled as 
var(p). And the successors connected by the two outgoing 
edges are known as low(p) & high(p). If var(p) = 0, we 
will get low(p) and high(p) is obtained if var(p) = 1. More 
about OBDD can be found in [16]. 
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We articulate the policies using a modified OBDD 
which is a derivation of the Ordered Binary Decision 
Diagram (OBDD) [16, 17]. It is a rooted, directed acyclic 
graph that has two terminal nodes (labeled as 0 & 1 or T & 
F) of out-degree 0 and a set of non terminal nodes of out-
degree 2. Each of this non terminal node p is labeled as 
var(p). And the successors connected by the two outgoing 
edges are known as low(p) & high(p). If var(p) = 0, we 
will get low(p) and high(p) is obtained if var(p) = 1. More 
about OBDD can be found in [16]. 

 
A simple example of OBDD representation of the 

Boolean formula a ∧ b ∨ c ∧ d is shown in Figure 1. For 
testing, we start at the root node (node a in the Figure 1). 
Based on the value of var(p) (either 0 or 1), we follow the 
edge to low(p) or high(p) and repeat the process until we 
reach one of the terminal nodes 0 or 1. If we reach 1−node, 
the formula is satisfied, and in case of reaching 0−node, 
the formula will not be satisfied.  

We use this method in our model to check whether the 
given policies for a service have been satisfied or not. We 
apply an algorithm ComputeP which will take an OBDD 
representation of the policies related to a service as an 
input and will return a list of possible ways to reach the 
satisfied terminal (the 1-node). To minimize the 
computational overhead in the time of service request, all 
entries will be computed earlier and will be maintained in 
a module named PlcT. Whenever there are new (or 
changed) policies for a service, the policies will be 
computed and the list will be added (or replaced) into 
PlcT.  

3.3. Avoiding Information Leakage 

As we mentioned earlier, privacy is closely correlated 
with the term information leakage from the technological 
point of view. Information leakage can be thought of as 
revealing information (which may be confidential) 
unintentionally to some one who is not entitled to learn 
about that information. In infrastructure-less pervasive 
computing environment, it is very likely to have 
information leakage compare to conventional wired 
network. We have already classified the resources 
available, tagged the resources as shareable or non-
shareable (in TagR), assigned policies (in ClsR) with each 
resource, and computed the list of successful paths (in 
PlcT) for each resource. Now we will show the steps from 
getting a resource request up to providing or rejecting the 
resource: 
• A request has been received by the resource manager. 

Resource manager sends the request to the PriVA. 
• PriVA checks the TagR module to see whether the 

resource is shareable or not. If it is non-sharable, then 
PriVA denies the request. 

• PriVA checks the supplied policies by the requester 
with the corresponding entries in the PlcT module for 
that resource. If it does not match (that is, policies 
have not been met) then it denies the request. 

• PriVA sends a positive acknowledgement to the 
resource manager to share the resource. 

4. PriVA Architecture and SMARKS 

In section 3, we have already discussed the 
components of our model. Figure 2 shows the architecture 
of the PriVA. 

  
 

Figure 2: Architecture of PriVA 
 

SMARKS [18] provides the core communication 
facilities along with other services such as SSRD [19], 
SAFE-RD [10], MalRec[22], and ILDD[23]. PriVA will 
be added to the architecture of SMARKS. Figure 3 shows 
the SMARKS architecture and the placement of PriVA in 
the architecture. 

5. An Illustrative Example 

In this section, we show how our model works in 
scenario 2 mentioned in section 2.2. Clark, a nurse in the 
clinic, has just updated a patient’s record in her PDA. Now 
Clark needs to approve the information from the 
designated doctor, Smith. Smith is busy in an operation. 
Therefore, Clark sends a message to Smith’s PDA to take 
necessary action when he comes back from the operation.  

Clark’s PDA has the updated Resource Manager. All 
the policies (default and custom) have been computed 
using the modified OBDD. The patient’s record is already 
marked as shareable in the TagR module of the PriVA 
model in her PDA. Clark accesses the CustomP module to 
add the policy P1 = User has to be doctor and P2 = Name 
has to be Smith to the resource (updated patient’s record). 
The ComputeP module calculates the new policies using 
the modified OBDD and stores the information back to the 
module PlcT. The work from Clark’s side is complete. 
Clark does not need to worry about this anymore.  

When Smith comes back from the operation, he saw 
the message from Clark. Smith connects to Clark’s PDA 
through SAFE-RD. He sends the request to access the 
patient’s record. His profile already has the information 
that the user is a doctor and the name is Smith. 
 



 
 

Figure 3: PriVA in SMARKS architecture 
 

The PriVA model running on Clark’s PDA confirms 
the resource (patient’s record) as shareable by checking the 
TagR module. The CompareP module computes the 
supplied policies with the help of the ComputeP module. 
Then it checks the corresponding entry in the PlcT module. 
As it matches, PriVA sends an acknowledgement to the 
resource manager to give Smith’s PDA access to the 
resource (patient’s record). 

Smith checks the record and approves it. Smith also 
sends a message to Clark about this. Clark was not 
disturbed in the whole process as the PriVA model took 
care of the whole situation. There was not any violation of 
privacy as the patient’s record could be accessible only by 
Smith, the designated medical personel. 

6. Related Works 

While other works [12-15] address the privacy issue in 
pervasive computing environment by supporting access-
control to information, Hengartner and Steenkiste [11] 
have proposed access-control architecture to avoid privacy 
violation in terms of context sensitive service addressing 
the information leakage issue. However, they took a 
distributed, certificate-based approach, which requires 
central authorities. Apparently the proof of access requires 
digital certificate or encryption keys for all the contexts 
and information which enforces the individuals to maintain 
separate information. The constraint information is 
hierarchically constrained to avoid collusion for both 
primary and constraint service provider. The hierarchical 
representation for such constraint information saves space 
for the devices. The granularity of the information from 
coarse to fine is a good adaptation for search space 
shortening in such situations. Although the privacy 
violation issues are handled in these scenarios, the model 
is heavyweight in truly pervasive environment. However, 
in ad hoc network everything has to be done within the 
handhelds, as it is infrastructure-less, and there is no 
central authority. Our solution try to resolve these issues 
by providing a model that only depends on the handheld 

itself and does not require heavy computation to work in 
an infrastructure-less pervasive computing environment. 
Moreover, we are providing classification of privacy aware 
services to share in ad hoc network. 

Quercia et al. [21] propose a scheme, based on blind 
threshold signature to stop Sybil Attacks [22]. They mainly 
focus on trust and pseudonymity issues while sharing in ad 
hoc network. In their approach, t parties come together and 
generate the signature jointly (infeasible for at most t-1 
parties).  Our work is different from their’s as we focus on 
avoiding privacy violation in ad hoc network. Besides, our 
model does not require a minimal number of parties 
present, to share resources. 

SALSA [24] is an autonomous agent based privacy-
aware model in pervasive healthcare that introduces the 
concept of QoP (Quality of Privacy) that resembles 
Quality of Service (QoS) with respect to Network 
bandwidth. All the agents are notified with the new QoP 
when context is changed. This one turns out to be a 
complete one as it doesn’t address the issue of information 
leakage. 

7. Evaluation 

To evaluate the effectiveness of our model, we use 
prototype implementation, cognitive walkthrough, and 
performance measurement. 

7.1. Prototype implementation 

We have implemented the first prototype of Pervasive 
Medical Assistant (PMA) incorporating the PriVA model. 
The hardware and software used in the implementation 
have been listed in Table 2. 

 

Table 2: Hardware and software for prototype 
PDA  Dell Axim X50v 
Processor Intel XScale PXA 270  

@ 624 MHz 
Connectivity IEEE 802.11b 
Operating System Windows Mobile 2003 
Platform .NET Compact Framework 2.0 
Prog. Language Visual C# 2005 

 
Some screenshots from the prototype of PMA have 

been provided in Figure 4. 

 
a. Welcome screen 

 
b. User logged in 

  



 
c. Doctor’s control panel 

 
d. Chat screen 

 
Figure 4: Screenshots of the prototype 

7.2. Cognitive Walkthrough 

We adopted the cognitive walkthrough strategy to 
collect valuable feedback to measure the performance of 
the prototype. We interviewed several people based on a 
survey questionnaire (to rate between 0 to 5). Figure 5 
shows the user rating for the PriVA model. Figure 6 shows 
the user rating for the prototype application. 
 

 
 

Figure 5: User rating of PriVA model 
 

 
 

Figure 6: User rating of the prototype 
 

Our prototype application has five types of users – doctor, 
resident doctor, physician assistant, nurse, and patient. We 
asked who will benefit the most from this application. The 
result is shown in Figure 7. 
  

 
 

Figure 7: Who will benefit the most 

7.3. Performance measurement 

Our model consumes very little battery power. To 
measure this we execute battery power monitor in two 
PDAs – one running normally and the other one running 
with the PriVA model. We read the data for both doctor’s 
PDA and patient’s PDA.  Figure 8 and 9 show the output 
of the test. 
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Figure 8: Power consumption by PriVA (doctor’s PDA) 
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Figure 9: Power consumption by PriVA (patient’s PDA) 

8. Conclusion and Future Directions 

In this paper, we have proposed a model for privacy 
aware resource sharing. We have analyzed privacy in 
terms of resource sharing to assign policies to each 
resource. Our motivation is to share resource among 
handhelds without worrying about privacy. Our model is 
flexible as it works with default policies (users do not need 
to assign anything) and also user defined policies (some 



users may want to assign policies by themselves). Let’s 
move on to some future directions to address the 
challenges of adopting privacy models in pervasive 
environment. Even the recent efforts on the models still 
lack clear vision to cope with the very open and dynamic 
nature of the environment. Therefore, we put forward 
some suggestions as criteria to help design and evaluate 
the privacy models to suit the specific needs. We refer 
them as the metrics of an ideal privacy model: 
• Lightweight model: The energy and memory 

constraint has always been a primary concern for the 
pervasive devices. So, the simplest model contributes 
to the longer life of the applications. 

• Responsiveness to the needs: The privacy concerns 
need to be flexible in a way that suits the needs of the 
specific task. The privacy requirements and policies 
need to be very dynamic according to time, need and 
severity.  

• Personal storage vs. Distributed storage: The 
ownership of the resources needs to be clearly defined 
to avoid conflicts. The personal storage or distributed 
storage for storing information matters while resolving 
privacy requirements with retrieval of resources. So, it 
is also very important to consider how the information 
is stored for efficient handling of privacy policies.  

• Granularity of information: The information can be 
grained down to details with levels of privacy 
requirements. To meet the privacy needs the 
granularity of information with its efficient 
organization also plays the key role in the 
performance of the models.  

 
We are working on a full scale implementation of the 

PriVA model with some health care applications. We will 
incorporate PriVA to our secure middleware, SMARKS. 
Our model will be extensible to focus the metrics of the 
privacy requirements to suit the specific needs of the 
applications.  
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